Abstract-Location privacy has become a growing concern impeding the adoption of many Location Based Services (LBS). Although there have been several approaches, such as anonymisation or obfuscation of location data, none has yet been completely successful at addressing privacy protection. This paper discusses the results of 256 survey responses which show that users' demands, expectations and concerns vary significantly among different user groups (by age, education, income, technological experience and social media activity) and infer that there is no 'one fit for all' solution for different LBS applications due to the variation in use.
INTRODUCTION
Location Based Services (LBSs), such as navigational tools and location-aware advertising are services delivering mobile data and information where the contextual content to the user is tailored to the current or a projected user's location [1] . Personalisation is one of the key features of LBS and is welcomed by many users. Knowledge of a user's location enables LBSs to provide more specific services to the individual as personal preferences can be co-analysed relevant to geo-located characteristics. However, personalisation also raises concerns regarding users' privacy particularly when including their location. Requiring personal preferences, history of activities and more importantly, current location and recent trajectories of movements, personalisation could disclose rich information to other parties [2] . Location awareness alone can reveal a lot about an individual, therefore, location privacy is one of the most concerning among wider privacy debates for the adoption of LBS applications [3, 4] .
In order to access LBSs, mobile users are required to disclose their location to the service provider. This information can subsequently be accessed by the same or other sectors without the user's permission. The availability of this data allows users' activities, preferences, health and identity to become characterisable, traceable and in some cases uniquely identifiable [5] . One study showed that 87% of mobile users can be uniquely identified, including their postcode, age and gender, using a collection of non-identity attributes [6] . A further study found that only four anonymous spatio-temporal points are enough to uniquely identify 95% of the crowd [7] . The potential to re-trace users' identities in this way has raised serious concerns due to potential privacy violations, positioning it as one of several obstacles to the adoption of LBS applications [8] .
Privacy protection relies on the employment of several approaches and mechanisms [9] . Several studies have been working on privacy protection approaches [10] [11] [12] [13] [14] [15] . These can be categorised as: (1) Regulatory approaches: the development of rules to govern the fair use of personal information and therefore certain guarantees of privacy [16] ; (2) Privacy policies: trust-based mechanisms for prescribing certain uses of location information [17] . Their aim is to provide protection that is sufficiently flexible to be adapted to the individual user's requirements, situations and transactions [18] ; (3) Anonymity: the dissociation of user information, including location, from an individual's identity [19] ; (4) Obfuscation: the process of degrading the quality of information about a person's location, with the aim of protecting user privacy [20, 21] . Each of these approaches has its own challenges and limitations and so many applications use a combination to protect privacy [22] .
Obfuscation adds uncertainty to the location information (position and its accuracy) introducing inaccuracy, vagueness, incompleteness, inconsistency and imprecision in analyses looking for associations between positional data and reality. Therefore, obfuscation challenges the quality of LBS responses requested by users, i.e. lowering the quality of the position lowers the quality of returned service [23, 24] . This loss of quality of service can vary with respect to the type of application; for example, in pedestrian navigation services, the impact of inaccuracy and imprecision on the quality of the final service can be significant. While for Location Based Social Networking (LBSN), vagueness in input data, i.e. using vague/fuzzy spatial concepts such as 'near', 'around', 'close to' instead of the actual coordinate, may still provide an acceptable level of service.
The goals of this paper are: (1) to examine the extent to which privacy is a concern for users and whether factors such as age and education can predict attitudes towards privacy; and (2) to establish the extent to which users are happy to compromise service quality (and therefore optimum uncertainty) levels to protect location privacy. Giving the user more options to share/disclose their position with different levels of accuracy and continuity may give re-assurance and authority regarding their location. This may potentially attract those who have declined, for privacy concerns, to use the LBS applications and services.
II. LOCATION PRIVACY CONCERNS AND OBFUSCATION

A. Location Obfuscation
The location of the user is given by an estimate of geographical coordinates, a position, and a measure of the accuracy of this position. For example, an Android device will give a GPS coordinate with a 68% circular error (radius corresponding to 1 standard deviation), giving a 'halo' or area where the user is located. Obfuscation of the location has been defined as something that is obtained after a series of transformations, either on the position estimate, 'shifting the position' or on the accuracy measure 'enlarging artificially the accuracy radius' [25] . The obfuscation level can be measured by comparing the final accuracy to the best possible option [25, 26] .
B. Survey
In February 2017, a survey was conducted to explore the extent to which user's were prepared to compromise location privacy for quality of LBS. A sample of 239 SurveyMonkey participants were surveyed. The survey focused on the levels of different aspects of spatial uncertainty, including inaccuracy, vagueness, incompleteness, inconsistency, and imprecision [27] required to provide acceptable levels of service quality whilst preserving the privacy of users for navigation services (as the largest revenue generator segment of LBS). The research questions concerned the trade-off between the desired quality of service expected and levels of privacy protection derived from the levels of obfuscation.
The research hypothesised that given the choice users are more likely to choose not to degrade the quality of positioning. Several direct and indirect questions, tried to capture the potential choices of the users and if they were concerned about privacy in general. The set of questions aimed to assess the views and perceptions of users' location privacy versus quality of service. Differentiating users' profile data relating to age, gender, educational attainment and activity profiles (social media and navigational services activity) was also observed.
C. Survey Participants Demographics
Survey participants were represented by an approximate female to male ratio of 2:1 (60.7% female, 38.5% male and 2.38% other). Regarding age, 15% of respondents were below 30 years old, 83% 20 years old or over, 56.5% 50 years old and over, thereby representing mainly the views of this age cohort.
Regarding educational attainment, 35.5% did not hold a first degree, whilst 38% had a first degree and 26.5% a postgraduate qualification (Masters or PhD). This suggests a reasonably even representation of education levels.
III. SURVEY RESULTS
A. Privacy concerns and Obfuscation scenarios
The research aimed to assess the extent to which users were prepared to compromise their location privacy for an improved quality (accuracy) of LBS (knowing that the quality of the output service could be compromised if they increased the levels of location privacy). Aggregating responses over three options, 49% of respondents were prepared to trade-off their location privacy in order to retain LBS quality, in terms of individual trajectories with traceability. However, 15% of respondents were willing to compromise the quality of service for better location privacy protection, specifically due to traceability potential. When the prospect of data sharing (between third parties/re-used by the provider) was introduced, the extent to which users were prepared to tradeoff location privacy for service quality was reduced to around 30%, with an average of 30% of users prepared to compromise service quality completely for location privacy protection.
Users' privacy concerns were supported by specific scenarios regarding location obfuscation. Participants were asked for which scenarios they would be prepared to degrade their location data, i.e. the information that was disclosed to an app/service provider in order to protect location privacy. In this part of the survey the participants were briefed that some quality aspects of the final service, such as availability or accuracy of the navigational instructions or frequency of traffic data updates, would be compromised. Based on several scenarios respondents were then asked to select to what level they would like to degrade their input position knowing the output navigation service would be less reliable or accurate, by selecting how likely they would be to select this scenario. Respondents had three options of "very likely", "maybe", and "very unlikely". Participants were then were asked to state the optimum balance, from their point of view, for the proposed scenarios.
Overall, 46% of respondents said they were "very likely" to disclose their location information for the best quality of service for journey planning, i.e. not obfuscate their location data at all. While 17% of respondents responded that they would be "very unlikely" to do this. When presented with the option to obfuscate their location to within 1km accuracy and receive service updates every minutes (the highest degree of obfuscation/lowest service quality option) these figures were almost reversed, with 47% of respondents stating that they were "very unlikely" to do this and 21% stating that they would be "likely" to opt for this scenario. The most acceptable levels of obfuscation sat somewhere between 100-200m locational accuracy for accurate service updates every 2-3 minutes, with 72 of participants responding with "very likely" or "maybe" to these two scenarios (see table 1 ).
When asked whether respondents would be willing to share their location whilst not using a navigational LBS, over 83% stated that they would either be unwilling to do this (61.3%) or would want the option to interrupt this feature if required (22%). Thereby suggesting data sharing with no advantages (i.e. service provision) is overwhelmingly unacceptable to users (see figure 1) . 
B. Associated socio-demographic profiles
The research question was: are the above results shared among the whole population of potential users, or are there specific socio-demographic profiles or types of users inclined to different trade-offs. Simple cross tabulations (with chisquare tests) for the above survey results with sociodemographic descriptors as well as a more advanced multidimensional analysis [28] were performed to find out any particular profiles of users with different concerns or different trading-off attitude.
Active social media users or those using a navigation service on a daily basis, who are less than 30 years old did not share the same views as non-active users of social media or navigation services, who were likely to be over 50 years old. The younger group were answering more often in favor of trading-off the location privacy, answering 'likely' to the various scenarios. This is confirmed on a chi-square test on the age groups (p-chisq <0.001): 10% more of the younger cohort (for both groups, less than 30 and 30-50 years old) are in favor of 'likely', and 30% more of the oldest (over 50 years old) are in favor of 'unlikely'. The results showed that gender and educational attainment did not play a significant role, though a trend of increasing differences in favor of 'unlikely' was observed with education level: from 1% for less than degree, 15% with a degree, to 24% with a Masters or PhD. Note that the above younger cohort were at the same time considering the privacy concerns seriously and were willing to control the way the location and its accuracy were disclosed. 10% more of the younger group were in favor of disclosing (even when not using any service) versus 39% on average over the two other older groups being in favor of sharing only when using the service (p-chisq <0.05). Young active social media females, do not share the behaviour of older well educated male regularly using navigational services. The female profile would be willing to disclose their location but only with a very coarse resolution (accuracy). Note that, in general 10% more of the males are in favor of getting the best service whatever the consequence for their privacy and among the females 10% more are in favor of obfuscation with compromised quality of service (pchisq<0.05) (see figure 2) . They also have a high level of concern about privacy to the point of not using the service in a tracking situation.
The navigational app users who rarely change their location settings but who do not use social media apps and have a school level of achievement lower than a first degree, are prepared to disclose their location with accuracy in exchange for some benefits (promotions). In fact, this profile group is not concerned about location privacy and want the best quality of service. In the meantime, this group is 'likely' to trade-off their location at a certain level of location accuracy, receiving lower quality of service if they had the choice. In contrast, users with a first degree, using social media and a navigational service on a weekly basis, who never change their location settings were more likely to demonstrate a 'maybe' attitude on trading-off between location disclosure and service accuracy. However, considering privacy as important, they are nonetheless accepting to disclose it. With the growth of social media as a platform to share photos, feelings, plans and news (particularly among the younger generation) a reasonable assumption was made that, due to frequency of posting, active users of social media are less concerned about general privacy. Therefore, for active social media users, the research attempted to ascertain the correlation between degrees of privacy concerns and levels of activity. Extreme views on location privacy, i.e. no concern at all and no disclosure could be linked to various factors including educational attainment or technological knowledge. Some studies [29, 30] support the hypothesis that lack of education and/or technological awareness (often highly correlated with age) are associated with lack of awareness regarding privacy and risks associated with disclosed location. Recent research has found that the threat of disclosure to user related data can be overestimated [30] . However, for location data and associated privacy issues, these concerns could be validated due to the higher potential of location and movement data to reveal information about individuals. The potential threats (or perception thereof) could be higher, less appreciated or simply ignored due to lower educational attainment or age. An important question therefore is about the interactions between age, education attainment and the location privacy concerns expressed.
